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o 1. Introduction: Current Problem
 OGeneral Data Protection Regulation (GDPR) & California
Consumer Privacy Act (CCPA) introduced to protect user
privacy, have two main principles:
 Lawfulness — requires user’s consent for data collection
 Transparency — requires informing to the user how and
why their data is collected and shared.
JANdroid provides 2 mechanisms:
 Permission model (PM): the user can grant permission
at runtime to consent app access to sensitive data
« Data Safety (DS): the developer discloses what sensitive
data the app will collect and share

# PM & DS still have many weaknesses!
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Permission model (PM) Data Safety (DS)

O Developer selected permissions; DS is self-declared by developers
users can only accept or deny. without verification mechanism, so it

O Same sensitive data, different may not reflect the app’s actual
permissions, different meanings. behavior.

« COARSE LOCATION: 700-1000m 1 No Data Safety notice is shown

« FINE LOCATION: 3-bm during app installation; users must

O No explanation is provided when search for it on Google Play.

users grant permissions, so they may
not fully understand what they have
allowed.
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Permission Misuse e Inaccurate Data Safety Disclosure Limited Permission Transparency
Developers may request excessive Developers may report incorrect Android permissions provide limited
or misconfigured permissions. sensitive data collection/sharing. semantic explanation to users.
|ﬁ| AndroidManifest.xml \ " Declared in Data Safety ! Actual App Behavior 0
<uses-permission>
0 — A a Contacts @ a Contacts @ Allow AppName to access
ocation this device's location?
8 Contacts A \ O Location @ # o Location @ This app may collect location data
even when you're not using the app.
. = Bre @ B O] | o—
Microphone A ¢ | ;
Q \ D Device ID @ | q D Device ID @ 4 [ Deriy
8 : . % ¥
l Consequences for Users and Apps l
e 2 N e ™\
Case 1 ®  Case?2 @ \ Case3
Access to sensitiye data is granted @5 ' Sensitive data is declared in Data Safety Both above cases occur simultaneously.
but not declared in Data Safety. without corresponding permissions.
" App Permissions/ | ~ Declared in Declsredin ®_ | - " Declared in o0
Actual Access # Data Safety Data Safety App Permissions Actual Access Data Safety App Permissions
@ =— @ @ [
o \ - P NS — A
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2. Methodology: Workflow
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VA \ Agent-2
(kagnamw Xruntime) o (xpkgnameaxruntime:
Topic:device-

ID|
...... 1 S (- Y g—
| { Warning Explanation) — -
| o — MO“gODBI
I Kafka 'E‘ (Xruntimes Xdeclared) I
CLIENT-SIDE: (Warning Explanation) "('Emf :
. - | Summary |
PrivacyAssist has two agents Mot |
I

Agent-1: Monitoring stage :QEB‘LEB'—S'—DE —————————————————— e
— Agent-1 runs on the user’s phone to detect newly installed apps X (X, gname) @nd collect the list of runtime
permissions granted by the user (X, ntime)-

Then Agent-1 sends < X,k gnamer Xruntime > t0 Agent 2.

O Agent-2: Analysis stage

— Agent-2 uses X,k name to retrieve app's Data Safety (X;4¢asarety) @nd app's description (Xgescription)-
Xaatasafetyr Xdescription & Xruntime 18 S€Nt to LLMs to detects inconsistencies in runtime permission & data safety
— analysis result (i.e., X;ocyuit )

0 Warning and explanation stage:

— Xresuit 1S SUMMarized by the summarization module because LLM responses are often lengthy — warningg
and explanations — displayed on the user’s phone.
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2. Methodology: Challenge

U PrivacyAssist built on LLM-based agents — hallucination.
 Training data for LLM may be outdated while Android continues to update.

- Retrieval-Augmented Generation (RAG)
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Android permission Sensitive data
documentation definitions
X P,
C
v ) ! }
@ =) Vs =\ ( N\ i =) & b @ N
o Crawl official e R dupli a e e
¥ s Cover recent emove duplicates Extract sensitive . :
Android permission P : & build permission o Embedding Store in vector
naroia versions i
data list generation database Y
@9 “ ’ ~d- | . 3 0.23
it
— -
% >l » - b > |13 >
: — @) 0.82 Used by
’ : PrivacyAssist RAG
Selenium crawler Based on Google definitions
Source: Googl Android 10-15 el indrsid 14 sensitive data categori FAISS
ource: Google - R sensitive data categories Embedding model :
official website ol ool + corresponding data types Supports‘warmng
7 : generation and
= P explanation
« Collect permission Merge results © name : O Example: Transform collected External Database (ED)
nameI dfzsczlptlTn, and across versions @) description “Financial info = payment info, ‘ text into embedding for RAG retrieval \ )
permEsenove ) dangerous / normal purchase history, credit score | vectors
\ A S b &E 5 . N AN J
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Example: PrivacyAssist Analysis of Facebook (FB)

READ_CALENDAR, WRITE_CALENDAR, READ_CALL_LOG, CAMERA,

READ_CONTACTS, WRITE_CONTACTS, READ_EXTERNAL_STORAGE, Files and docs; App activity; Audio; Photos and videos; Facebook is a social networking app for discovering content
sgggilsj_'zg‘E)Téogﬁag'éoﬁricEcsgﬁﬁgégsgfbgfggﬁr Health and fitness; Personal info; Web browsing; (personalized Feed, Reels, search, Marketplace, Meta Al), joining
BLUETOOTH. AdMIN, READ._PHONE_ST A%E, READ BA S'I C_PHONE_STATE, App info and performanc'e; Calendar; Financial |.nfo; commum?ses, meﬁsaglng fnends‘, making \‘/ouce/v.ldeo calls,
READ_PHONE_NUMBERS, CALL_PHONE, ANSWER_PHONE_CALLS, Contacts; Messages; Device or other IDs; Location and creating/sharing posts, stories, and stickers/images.
MANAGE_OWN_CALLS N =
\_ A NG N J
- g
& Matched mappings
@ READ_CALENDAR, WRITE_CALENDAR (Calendar ') @ CAMERA (Photos and videos v')
0 READ_CONTACTS, WRITE_CONTACTS (Contacts v') 9 READ_EXTERNAL_STORAGE (Photos and videos / Files and docs v')
Q ACCESS_FINE_LOCATION, ACCESS_COARSE_LOCATION (Location v') Q READ_PHONE_STATE, READ_BASIC_PHONE_STATE, READ_PHONE_NUMBERS,
0 RECORD_AUDIO (Audio v') BLUETOOTH_CONNECT, BLUETOOTH, BLUETOOTH_ADMIN (Device or other IDs V)
(N

J/
- - . \
€) Detected inconsistencies
e W R

-
0 Case 1 9 Case 2 . .
2 ‘ S —— L : — — Potential over-collection
| Runti ted issi Declared in Data Saf Declared in Data Safe orresponding gran .
i T e ' b/ i/ runtime permissions The app belongs to the Social
Web browsing; App activity; ' category, and its core features
READ_CALL,_LOG, CALL._PHONE, # No declared Data Safety App info and performance; e i No corresponding do not relate to collecting Web browsing
. Ot SU, N
r ANSWER_PHONE_CALLS, . category: Call logs Messages; Personal info; by ru‘:\’:?me granted runtime | and Health and fitness, which may
MANAGE_OWN_CALLS declared H:;:l:"::: I:tf:; X permissions PErmISsions increase the risk of over-collection.
itnes
N ) S g AN . 3)

&\ Warning & explanation for user |

® The app can collect your call history, but the app developer does not mention it in the privacy information shown on Google Play.

® The app states that it collects data such as your browsing activity, app usage details, messages, personal information, financial information,
and health data, even though it has not received your consent to access this information on your device.

® The app may over-collect because web browsing, financial, and health data may not relate to |tsSoc1al features ......................................................................................................................... 8
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52 3. Data Set & Results
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{/‘m e
Dataset
Dataset Construction

200 participants — 15 selected apps each 21
— 3,000 app selections — duplicate 2!
removal — 2,347 unique apps ? °
15
10
5
Productivity Games Communication Shopping Other

0
Social Media

Participant Profile
19.2% 15.4%

30.8% 23.1%
45-54 years 25-34 years >55 years
Popularity
62.5% 28.3%
apps exceed 1 million downloads

38.5% 15.4%
apps have >100,000 downloads

intermediate knowledge advanced knowledge

18-24 years

46.2%

basic security knowledge
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Experimental Results
Consistency Analysis Inconsistency Breakdown Most Omitted Sensitive Data Categories
800 - 751 40 -
30 -

600 -

400 H

200 H

Case 3

Case 2

0 -
Case 1

m Fully consistent mInconsistent

Only 376/2347 apps (16.02%) fully
match granted permissions and Data
Safety declarations; 1,971/2347 apps . .
(83.98%) show inconsistencies. I();Z::Igs,-s;ggn both cases occur

Validation, RAG Impact, and User Acceptance

59.6% 73.1%

20 A

Case 1: (751) granted PM but not declared DS
Case 2: (563) declared DS without corresponding

1.8%

7
27
22
I 13
Photos & Videos

Location

Personal

average Agent-1

CPU usage

Financial info

10% 15 sec
battery over 24 cached warning
generation

hours

o o
90% 0 ~35%
LLM-agent missed manually " Rated would cancel
accuracy on 100 . o s false positives . ) . .
identified critical without RAG PrivacyAssist very installation after
issues useful warning

manually checked
apps

10
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4 Future Works

1 On-device LLM

Embed the LLM
directly on
Android devices

2 Adaptive Permissions

0 Reduce off-device

transmission of \_!; Microphone @
sensitive data
B Contacts =)
Q Strengthen privacy > =
guarantees Q Enhance the runtime permission mechanism
O Adapt permissions to individual user preferences
N y . y
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